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b ~'Ll'IJ e:iu bb~ ~ eJ'U:iJ~lil 1 n e:i5 m1u ~ 'v1~e:i ~~Hi fo:w e:iu rl1t111il lil1ne:i5n11u~ 
' '\J 

(®) fl1'\Jfl:Wn1'i 1i-:i1'Ue:icJ1-:i boU:l.J'l1~ b~'U nl'Vl'U~ 1 ~lile:i-:imufl:Wn1'i1-li-:i1'UbQ'W1~mru 
' ' 

'11bumvi1J'U 

(~) n1'v1'UVJ'i~ CJ~ b1~1fl1'i 1 oli-:i1'Ubb~~'j~.ru fll'j 1 oli.:i1'UVJ'UVJ b~eJ~'U'i~CJ~ rnn\il-:in~11 
(bll) lile:i-:i bu~ t.JmVl?1~1'Ue:ic!1-:i bfl~ -:ifl-r~ b ~'U 'Vlnfl#-:i'v1~-:i'v1:wwifl11:w"il1b u'U 1'Wm11 -li-:i1'U 

' 
'v1~e:i 1 'Wmru~:nf111:w'11 b u'Ulil e:i-:i 1 oli-:i1'Ub um~ t.J~ b 1mm'Wnlile:i-:i b u~t.J'U1V!?1~1'U 
vin bll b~e:i'U blJ'Ulil'U 
' 

hb. m1'U~Vl1'i~winTa'iVlmhw~1Vl-r'Urn-ti-:i1'U 
'U 

~ . b. (9) . e'.f WI bb~ 'i~'U'\J Iii' eJ'I nl'Vl'UWl~'U (91 eJ'U n l'iU nu~~ 1'v1fo fll'j~.:J'vj~ eJ b tJ~ t.J'U 'iVl?!~1'U ~:nrl'.m.J~'Ufl.:J 
'\J'\J ~ 

tJ~e:ivint.J 

tv.b.~. ~~bbm~'Uulile:i-:in1Vl'UmV!?1~1'Ui1m111~t.Jn1Vl'U~1Vl?1~1'W1~:nm1:wmn~e:im1bm1~t.J 
'\J'\J 

' ' 

~5'U bb~ ~ n 1Vl'U~ 1Vl?1~1'UV1bb\91n~1-:i n'U 
'\J 

~.b . bll . ~~bbm~uulile:i-:i~~~-:i1V!?1~1'W1~en.rr-:i1'U 1~t.J'v1~nb~t.J-:im11-li'5b:w~bU'U~e:i-:im-:i1'Um1~-:i 
'\J'\J '\J 

tv. b.ct. ~~ bb~'i~uulil e:i-:i n1Vl'U~ 1 ~en '1J-:i1'U b tJ~ t.JmVl?!~l'U 1~t.JVl'U'V1Vl~-:i~1 n~hWu1Vl?1 ~1'Wi1fl111 
'U'U 1 ," 

bb~~lile:i-:i b tJ~ t.JmVl?1~1'U'Vl:nm1:w t.J1n~e:i m1m~ bm 

~. b.ct. en -li.:i1'Ulilm bu~ t.JmVl?1~1m u'U1~ t.J~Vl~e:i'Vl nfl~-:i~:nm1 bb~-:i b~ e:i'UVl~e:iLY-:iri'u 1 ~bu~ t.J'U 
'\J ' 

1V!?1~1mnne'.r~bbm~uu 
'\J'\J 

tv. b . b. e.Jl '1l'-:i1'Wlile:i-:i~-:ilY'WVi nm1e:ie:in~1 m~uuVl'U'Vl b~m~ n 1'1l'-:i1'U1~uuVl~e:i1JJ e:icJVlu11iim U'U 
'\J '\J 

nmm'W 

h b.b'll. mrue'.r~bbm~uum1~'W'\Jll'iVl?!~l'U'1.leJ-:ien oli-:i1'U 1JJ:nm1:wtJ~e:i~Ji' tJ Vl~eJ\9l'i1~?!eJ'\J 11i111rin 
'U'U 'U 'U 

tl11 tJ1 m~t.J e'.J~'U en oli-:i1'U 11 t.JJ'U~~ri nl'l~~vitm11 oli-:i1'Ui1 m11~'Wn111ii ~~1 b 'Wt! m1 
'\J '\J '\J 

bu~ t.J'U 1V!?1~1'Ub u'U~b~t.Ju~e:i tJ 



, 
.Q. .Q. iJ Ci 

hinl. fl1"a 'Vl 'U'Vl1'U6l'Vl5flTH61.11fl \I 

hml. C9l. \ile:i\I~ m~UTU fl1'':i'Vl'lJ'Vl1'U~'Vl~fl1'Jb .1J1fi\1'1leJ'lm off \11m~U'U?ll'Jr:1'Ub 'Vl l"1 bb61~'\Jfo'\J 'J \IU ru~ 
'U ' " 

mie:icJ1\lue:iCJll61~ (9) A~\I 
'U 

~.ml.h uru~m.rr~~VllJV1eJ1CJ \91\ld 
" 'U ' 

(C9l) mruuAmm VllJV1mm~e:i'W''Ur:1fl1~fl1'lbU'U'UAmm'Ve:i\llJVl1l'Vlt.n~CJ CJnbl'U~ 
'I 'I 'I 'U 

bn;;}CJ rum CJ 'l1'1J n 1'Jzj\1?11m'lt11 offzje:iu ru~bb6l~'l~?1~1'U~1vi1'u b .1J1B'Ub 'Vle:iib i.'J191 
' " " 

bvlltl'U 

(~) mru'Ll~\91 VllJV1mCJvi~\l'W''Ur:1m~m'JbU'U'Ll~\91 cio 1'U bb~~~b'\J~CJ'Ur:1m~bU'U~'l'f~ 
' 

bri11V1CJeJl'1 b 'U~~ zj\lr:11m'Jt11 offzje:iu11J~bb6l~'l~r:1~1'U~1vifo boLJ1B'Ub'Yle:iib{jl'1 bb61~ 
" 'J~'U'U i\il'UoLJ m.J61 ~'l'!tl bri1bvi1t!'U 

"' 'U 

(m) m ruvfllJ 1 oiJ'UAm fl"j''1J €J\l j.JVl1l 'Vl t.n ~ CJ VllJV1eJ1 CJ\91llJl'U ~'J~ 'U1 'UheJ fl f;'ll'J '?J e:mJ VI U ru~ 
'I 'I 'I <V 

vi~e:i b~B1JJ~m'JboiJ1H\11'U~V1~e:inubn'U m b~e:i'U 
m. fl1"arl1'Vi'U\9l'ViU1~fl11~~U~\9l"Ue:JU6Ue:J\lerioU·Hl.J (User Responsibilities) 

'U 

m. <Pl . n1"a 1 oli.;i 1'Uuru~m .u bb&'l ~ "a-X61 ~1'U 
QI 'U 

m.(9). C9l . m off \11'U\il B\lvl1 fl1'JU eJ\I n'U V1 bb61 1'n'l'f1oLJ eJlJ61U ru~m off bb61 ~'J~?!~l'U bVI CJ m off \11'\.J bb~61 ~A'U 
'U 'U 'U v 'U 'U 

lii'B\l~U ru~zje:im i'VB\l\91'UbeJ\I bb61~~1lJvl1fl1'Jb~W bb ~~bb ~n~ 1 CJVl~e:iv111 ~~~'U~1\l~'J~r:1 ~1'\.J 
v 'U 'U 'U 

bfl.(9).~. m oLJ\11'Ulii'm b '\J~ CJ'l.J';i~f;'l~l'UVl'UVl b~eJf;'l\I~ CJll'J~?! ~1'\.J m~ fl n b UVI b~ CJVl~eJ~1\I~ 
'U 'U 'U 

6Tl .~ . fl1"abotl\11'U"a.X61~1'U 

m.~.(9). m .rr\11ulii'B\lb u~CJm~r:1~1'U 1911m~CJ~nm~lJvi11'Vlm~CJ n1vi'UV1 
'U 

m.hh 1JJn1Vl'UV1'J~r:1~1'U~~~l'UVl~\lm~1fl~\l~~Bfi\1171'1moff\11'U boiJ'U zjB 'U1lJ?!fl61 zjm~'U zjB 
'U ' 

uV11 zjm.J1'JV11 zjB~1'U\11'U vi~Bf11~~Vi~m-tl'U~~m'UmlJ bU'Ulii'u lii'B\IU'J~nB'Ul'l1CJ 
' 

l711eJ'n'l'f'l1J.li!BCJn11 ~ l7111V1CJ1ii'e:i\l~?llJnm~vi11\ll711e)n'l'!'J~bU'Ul711~lJ~'\Jn~ l71'1b61'1J bb6l~l71'1 
5n'1J'J~fol"l'l'!b .U11'11CJ n'U 

m.~.m. 1lJ1mU'lbbmlJABlJ~1bl'1e:iioiJ1CJ1 'Llm'l<;J1'l~r:1~1'U~1'U'UAA61Bl'1 b 'U~~ 
' 

m.~ . cs:'.. 1JJ~V1Vl~BU'U'Vim~?!~1'U~1'U'UAA6111l 'Ur:1fll'U~~~1 CJ~ eJfl1'J~\I bfl\91 bi1'U'1J eJ'l'UAA6l~'U 
' ' 

mh~. VI~ flb~tJ'lnl'J 1.ff'Jt1'?!~1'Ub~tJ1tl'\J'J~'\J'U'l1'U~1\I [ ~~~'Vlt1 oLJ'll'U 

m.~. ti. bn'Uu11J~bb61 ~ 'J~r:1~1'U'1Je:i-:il'1'U b eN H b ll'Um1lJ~u 

6T1. 6T1. n1"aue:i\I n'U e:iu mru61.1 ru~ hlilrn oli.;i1'U 
' 'U 

m.m.(9). m oLJ\11'Ulii'm~\IA1fl1'l 1oli\11'U b U'Jbbfl"a lJ t1'UBlJVlu1~e:i (Screen Saver) b ~eJvl1fl1'l~Bfl 
'U 

viif1~Bmi'lb~B1JJ~m'l1i\11'U Vl~\1~1nt!'U b~B~mnT:i1oLJ\11'U~m1~'l~?!~1'Ub~moLJ'11i'l1'U 
m.m. ~ . m oLJ\11'Ulii'm~e:ine:i'\J mrubb61~ bA~B\IAeJlJ~1 b\91 e:ii~~1fi'ru b~B 1JJ1Jll oLJ\11'UVl~ e:i\il B\IU~eJ CJ~\I 

'U ' " 

b V1tJ1JJ1 \9l V1 bb SI 
'U 

bTl . bTl. bTl. 

m.<t'.. n1"a~\9111\lbbS1~n1'Jue:i.:in'Ue:i'\Jmru 
' 

m.cs:'..C9l. ~V111\leJUmru1 'U~'U~Vl~eJ'\J~bdru~bVlm~?!lJ b ~BVl~ m~tJ\lnT;mruVlltJVl~eJ 1 oLJ'll'U bVltJ 1JJ1\9l 
' 'U " .., 

'J'\JB'Urul\91 
'" 

m.cs:'..h BUmru~~f'111j.J~1Aru 1~bbtJflbrl'\J11l 'U~'U~~~f'111lJ~'Uf'1\IUffiJV1JltJ 
' " 



@)0 

m.cs:'..m. (i\'1b'Ll'lJn1d\9ld1"ilffeJlJ ?leWl~eJ\I bb6'1~\?lbb6'1?1.fl1'V'lbbll?l~eJl.J.fl1t.J 1'ULJ~b1ru'\il~eJ~'U~~:Wd~lJlJ 
'\} 

b 'Vlfl 1'Ufa~md?l'Ub'Vll"le.itlmt.J1 u b~e.iue:i\lnuf111d.J b~t.1'\il1t.J~ e.imJ mru~e:it.J 1 utJ~ nru~\I n~11 
" ' " 

b ~'U nidm1"il?leJL.Jd~~LJe:iruVlnlJ m1iJ~'U 11e:itl1 m~~uun~Vl~e:i hJ ' '\} '\} 

Ql .ct. n1dfl1'U fl:lJ ~'U'Vl-r'V'-l tl 6'11 d6l'U b 'V1flbb6'l ~ n1d111\I1'U d:; 'U'U fl el :wYl 1 bl'! el { 
' 

m.ct.@l. ~l?lbnrne:inmd .if e:iiJ6'1 ~e:iD'irVin.if e:iiJ6'1 AeJd.J~1 bl'!eJ{ Vl~€16'11d?l'Ub Vll"11 ll 'U?! fll'U~~'UA\I 
'\} '\} 

tJ6'iei1?1nt.J 

m.ct. lv. l?lei\lmLJAi!nldb .if 1~\l.if e:Jd.J6'1 ~€JLJ'UVin.if eii16'1 Vl~eJ~'U'Vl-r'V'l~~1'U?l1d?l'Ub Vll"l bl?I t.ie'.i'b U'Ub~1'1JeJ\I 
'I '\J 'll 'U 

Vl~ e:ie'.tl~-rlJ iJ e:iLJVlm t.1bu'U6'11 tJ ~ n'l'!ru er n 'l'!d b vi1L!'U 
'\} 

m.ct.m. :!JmmnldVl~m VlA'LlA b 'U n1d6'ilJVl~m ~ t.J'U.if €Jil6'1VllJLJ'U.if eJiJ6'1~:!Jm1i1~1f1ru 1 'Ue:itJmru~1 <If 
'U '\J v 'I 

b 'U nwu'UVi noiie.imHfo'U~"il~eJ'Utu11'1 b ~e'.i'~uthmJ mruJ'U 1 Ub otl\11'\.J~e.J b~e:iu e.J\I nu hJ1~b.if1~-:i 
'U 'I Ill 'U 'I 

ii 0 Q.I 1 ii 
'IJeJiJ6'1?11Vilru ,\?I 

'\} "' 
m.ct.CS.:. ~1deJ'I bb6'1~6'1LJ.if eJiJ6'1~ bnLJeicJ1 'U~eJLJ'UVi n riei'U~\J bA~eJ\J AeJl.J~l bl'! ei11 tll'!d1"il'lieiii b ~e:i 

'\} '\} 

DeJ\lrl'Un1d?lruVl1 t.JVl~eJ nldb .if 1~-:iieii16'111?1 t.1 hJ1~-rLJffU ru11'1 
\I v '\J '! v 

m.ct.ct. m .if-:i1'Um"ili11nidb.if1d'ir?1m 1-il'nL.JoLJ'eiiJ6'1~b uum1ii~LJ 11?1CJ 1 ~tl fiD'~mm~ bu t.JlJ nid-rn'\'!1 '\} '\} ';,.J 

cvo ovvd o vdovi.I ~ 

m.ct. b. "ill?IV11 bb 'U1Vl1\J?l1VldU"ill?I bnu n1'j"'V116'11t.J bb6'i~d~t.I ~nm nld"ill?i bnU?l1VldU'IJ e:Jl.J6'1Vldme:i n?lld 
'\} 

l'le:iu1al bb6'1~bbmVJ1\ll?lei\1?1ei1?1ri~mnunDVlmCJ d~but.Ju ieiD''IA'u Vl~eiiein1Vl'U1?1 ~'U 1 Vi 

iJVl11'Vl t.11~ CJ al e:i\lu50~ 1'11l.J 

m.ct.b'll. 1 Udbbndd.J~1\I I ~~l?l~\IU'UbA~eJ\IA€Jl.J~1bl'leJ{'IJeJ\li!Vl1l'VltJ1~t.J bU'Ub tJ'j"bbndl.J~ 
iJVl11Vl m~ t.11111~e:i~'IJ~VlBme:itl1\lrinl?le:i\lmiJn n'\)jm t.1 ~\IJ'U ~1l.J m-li\11'Ur11?16'1ei n t tldbbfldl.J 

" ';,.J '\} 

bb6'1~i111 U~l?l~\l'U'Ubfl~eJ\IAeJl.J~lbl'!eJ{~1'U1'11 Vl~mbm 'IJ Vl~eJi.111 tJ1~e'.i'~'U1.if\11'\.Jb 'V'ldl~bU'U 
'\} 

n1dnd~~1Vi~1?1nDVliJ1t.1 

m.ct . ~. hJ bnu.V €Jil6'1~1Aru'IJeJ\ll.JVl1lVl t.11~ CJ 11u'U bA~eJ\I A€Jd.J~1 bl'leJfo~eJ~elLJ'UVi n.if eJiJ6'1~ b U'U 
'\} "' '\} 

?li!LJ~~1'UUAA6'1 
' 

m.ct.ri. I?) eJ\1~1n1d6'1U.if e:iiJ6'1~LJ'UVi ne:icJ1 'UeJU mruvfl m 'UnldLJ'UVi n.if eiiJ6'1ri eJ'U~1 nld b tJ~ CJ'U 
\J 'U 'I 'U 

Vl~l?IVll?lbb 'Vl'UeitJ mru 
' 

m.ct.C9lo. l?leJ\J6'1UVl~m~ei{bbill'I (Format) .if e:iiJ6'1~LJ'UVineiCJL 'Ue:Jtlmruvfl m 'Un1dLJ'UVin.ifeii16'1 rie:itJ 
'\J '\J , '\J 

~1mt.1Vl~e:i b tl~ t.1tJ'V11?1 bb 'VltJVl~e:i-oJ'1Vl'l11CJ eitl mru 
' 

m.ct.@l@l. l?lm6'1uieiii6'1~1~:Wnid 1.if '11'\.J~\lbb~ ct U~'\.J 1 tJeie:in\11mi1tJ.if e:ii16'1 bb6'1~~1dmie:iiJ6'16'1\I 
'\J d.!I 'U '\J 

~n11?1~?1nmt.1tJe:in (External Hard Disk) Vl~e:i~eiiei~6'1~1d€1\I (Backup Media) bb6'1~ 
~l?lbtlU 11ttJ?lfl1'\.J~~b'\ill.Jl~?li! 1~b~CJ\l~eJn1d~11Vl6'1'1JeJ\l.ifm.m vr\l.Q' nld6'1UVl~€1~16'11t.J 

'\} 

ieid..16'1 fa~ n'Vlde:i'Lln~~'ln'111 al e:i'l 1~fom1ii b ~'\.J'lleJU\11 ne'.i':Wrl1tJ1"il eitJ:W~1 ~~1mt.1~ei 
'\} '\} ' 

Q..ldi./ ~ i.J c:..d c:..6' i.I ~ 
'UtJVl n'IJeJd.J~ VldeJ~'U'IJeliJ~el b~ n'VldeJ'U nmrnm:nrnntJ'IJ e:iiJ~VlnAd\I 

'U 'U cU 'U , 

m. b. nld{lel\ltl'\.J 1 tldbbnd:w1~.hh:-;61\lfl~ 

m.b.@l. m-il'\11tJl?lm~1?1~\lbb6'1~ 1.if\11'\.J 1 UdbbmiJA€1iJ~1bl'!eJ{~1Vlfoue:i\lntJbb6'1~ n1~1?11 tldbbmii 
'\} 

1~tld~?l\lfi~ d1l.Jvr\1~1nidtlfoud\l 1 ~VltJ?!:W'CJei tl b?liie:i ' '\} 

m.b.lv. l?le:i\1~1n1du-rutJ~\ld~uutJ50~nid blUL.Jd11b5lleJ{ bb~~ttldbbmiJ~1\I I e:icJ1\1?1J1b?1i1ei 

b~eiul?l~m 1 Vll bU'UnldUei\lntJmd 1"ilii~"il1nnt.1~nri1iJ~1\I 1 



m b.m. lum11'u~.:i-if el:W6'1flel:W'W1 b\91el1vt~el?ITH'l'Llb 'Vll"1 ~1'U'Vl1\l 1~U'Ubfl~el'li1t.1 bb6'1~~1'UV11\l~el 
" 

u'UVinoLJ'el:w6'1vin'll'Ll191 m -d.:i1'Ul'lel.:iv11ni1m1~?1elu b ~elUel\ln'Ubb6'1~n1~1911 LJ1bbm:w hJ 
" ' " 

LJ 1~ ?I .:ifi~ ri el'U m 1~u~ .:ivi n fl~ .:i 
' 

m.b.er. m oif.:i1'Ul?i'el.:im1~?1elu 1 vM ll9lt.11-m LJ1bbm:wuel.:in'U 1LJ1bbm:w1~LJ1~G'l.:ifi~ nel'U ni1bul911-d' 
" 
1vJ~~?11m1tiLJ1~mmrn11?1 (Executable file) bo1i'U191'J~~iim:w?ln6'1 .exe .com .bat 

' 
.vbs .scr .pif .hta bU'Ul?i''U 

CS:. fl1~fl1'Um.Jfl1~b.LJ'1~\l~~'UUbfl~e:i"ll1t.1 (Network Access Control) • 
er. coi. m1b oli11-if 'l1'U1~uu bfl~e:i°ll1 t.1"1.JeJ\l:WV111'Vl t.11~ CJ 

er.(9).(9). ni1b .LJ1i'i.:i1~uu bfl~el'li1 t.1'Um:l.Jvt11vim~ t.1~~1?1 el.:i'W?1~tl~1\91'Um -d.:i1'Ul?i'1 m.J ru~m oil~ 
'U 'U v 'U 

:wvt11vim~t.1eleln 1 VI 

er.<91. h m -d.:i1'Um\?lfo el'Uf;U1\91b-if1r..:i~~'U'Ubfl~ B'li1 t.I ?11:!J11tlb oLJ11 m~buVn~'U ~ nl~ 1 m~'J'U 
" ' v 

bfl~e:i'li 1 t.1m:w ~viB~11?11'u el'U ru1\91 b vhJ'U 
' v 

er. (9). m. n 1 1boLJ'1i'i.:i1~uu bfl ~el'li 1 t.l'LJ el\l:WV!ll'Vl t.11~ t.1 ~1 nm t.l'U el n l?l el\l el ~u'U~'U ~1'U'LJ mfl 11:w ~1 b U'U " ... 
b vhJ'U bb6'1~ l?i'el.:i n1vt'U\9l:!J1\91'rn111'n~1m1l.1'\J6'1el\91Jl t.1~ b ~:w~'Ub U'U'Wbl"1~~1 nmm~1'U ni1 ... 
b -if 1~.:i1~uu bfl~el'li1t.1:wm1vi t.11~ t.1~1nmt.11 'U 

er.(9) .er. bfl~eJ\lflel:w'W1 b\91 e:ifa~'li1t.1vi n bfl~el.:i~l?l e:i.:i ni11 Vtb .LJ1~.:i11?1~1n ~'Ub 'Vlel1b 1'.J\91~ ~(?) el\l6'1\l'Vl~ bu t.l'U 
' 

fl'U~l'Ub'Vlfl fo fa8G'l11?1'Ub'Vl1"1 

er.<91.ct. ~1f1191ni1b-if1~.:i bfl~el'li1 t.1m oif .:i1'U~1:w n'U 11:w~.:im1~G'lelu b lJ191lJ191~ e:i1\91el'\J mrubfl~el'li1 t.1 
' 

\911:wm1:w~1bll'U 

er.<91.b. m11 oif bfl~e:i.:ii'.lel~1\l ., b ~elni1m1~?1elm~U'Ubfl~el'li1t.1 l?le:i.:i 1\?lfom1el'U:W'~~1ne'.!l91bb6'1 I ci 'U'U 

1~uu bb6'1~~1n191m11i.:i1'Ubu~1~b vi1~~1bll'U 
er.(9).b'll. n11b .LJ11 oif bfl~el'li1 t.l"Uel\l'Uflfl6'1~hJiiu ru~m oif"Uel\l:!JVl1l'VltJ1~ tJ l'lel\l'UeleJ'Uf;Ul\911-duru~ 

'I v 'U 'I v v 

i1A111~1n:wvt11vi m~t.1 zj.:i~~ boiJ1~.:i 11?i'\911:w~viB~11?i'fo el'Uru1\91 bb6'1~ ~~l?l el.:i'W?1~tl~1\91'U 
' v " ' " 

1?11t.1uqJ~i1A111u'U 

er.kl. n11fl1'Ufl:!Jn11b-li1~.:J1~'U'Ubfl~e:i°ll1CJ1fo1CJ (Wireless LAN Access Control) 
' 

er.1-9.<91. m oif \ll'U~\?leN n11b oLJ'1i'i.:i1~'U'U bfl~eJ'tilt.11~?11t.l.f11t.11 'U:WV!ll'Vlt.11~ t.1~~\?) el\lvl1 n116'1\l'Vl~ b U t.l'U 
" 
nue'.!19lbbm~uu bb6'1~ 1\?lfoni1-W~11ru1e:i'Uru1\91~1ne'.f e:\'1'U1t.1n11~1'Llb'Vlfl l 'Ufa8 

'U 'U 'l v 'U 

?111?1'Llb 'Vll"1 V!~e:ie'.fu~vt11~1m1'U~ b lJ'Llb~l'UeJ\l1~urnA~e:i'li1t.11 ~?11t.1J'U 
'U 

er.hh e'.!l9lbb6'11~urnfl~el'li1t.1Hmt.11?i'el.:iii1bu'Uni1~.:i~el1 LJ-d 
"" 
(<91) 1?1 el.:iv11 ni16'1.:ivi~ bu t.1'U n1vt'Ul9l~viim oil.:i1'U1~urnfl~el'li1t.11~?11t.11 V!b vtm ~?l:w nu 

'U 

vtt'.!1~ m1:w1'ue'.ll91'1Jelu 1 'U m1LJBu~.:i1'U 11:w~.:i'Vlu'Vl1'U~'Vl Bm1b .LJ1~.:i e:i~1.:i 
?1~1b?l:!Jel 

(1-9) l'lel\l6'1\l'Vl~bUt.1'U~'\Jmrum~~1t.1~qJqJ1ru (access point) vin(i]1~tl1m1m'U 

1~'U'Ubfl~el'li1t.11 ~?11t.I 

(m) l?i'el.:imufl:w~ruru1ru"Uel\lel'\J mru m~~ 1 t.1~ruru1rub ~elumn'U 1:!.J 1 Vf ~ru ru1ru'1Je:i.:iel'\J mru 
'l VV 'I VV Q.JV , 

mfl11vt~e:iu~b 1 ru'Uel'U b 'LJ \91~fld'Ufl:W 11?1 
' 

(er) l'lel\lvl1n11b LJ~t.l'Url1 SS I D ~fl n rl1Vl'U\91 b U'UrllD~t.11 t.l:!J1~1ne'.f t-J~\91oVl'UVl~thelLJ mru 
" " ' 

m~~1t.1~qJqJ1rum 1 i.:i1'U 



(ct) 1?1'8-:i b LJ~ CJt1f11zjmJ' ru~m .ff bb~~'j'Vf ?1~ 1t11t1n1'j'b .V1~'j'~uu611VJ{u f11'j'~-:ir11mwh-:i1t1 
v 'U 'U 

'V8'18LJ mru m~~n t.1~ruru1 ru bb~ ~l?i' 8-:J b~ 8n 1 .ff u ru~ 'j' 1 t.1zj8bb~~'j'Vf?I~1t1~A1~ bm 1~ 
'I v v v 

t.11 n b ~8u8-:i nt1m ~:w~1:w 1 Vf ?11m'j'm~1Vl~ m~1~'j'Vf ?1~1t11~m1~1 CJ 
'U 

(b) 1?1'8-:JboV1'j'Vl?loV8:W~'j'~VJ11-:i Wireless LAN Client bb~~8LJmrum~~1CJ~ruru1ru ~lt.115 
'U 'I v QJ 

~ilLJ'j'~~'Vl5m~1JJ~8CJn1115 WPA2 (Wi-Fi Protected Access) b~81Vfmn~8f11'j' 
~n~u-V'8:w~ bb~~vh 1 VfLJ~8~nt.1:w1n~'U 

'U 

(b'll) 1?1'8-:i&1~~-:i8LJ mrutfo-:i nt1 f11'j'LJ mn (firewall) 'j'~VJ11-:i bf1~8'li1t.1 H?11t.1nrnA~8'li1 t.1 
' ' ' 

mt.11 t1:wV111'Vlt.11~t.1 

(~) 1?1'8-:i 1 .ff 'l.!mw1bb1fo~8 ~11~ bb 111>n1~?18um1:w~t1A-:1LJ~8~.fl t.1'V8-:J'j'~uu bfl ~8'li1t.11 fa1 t.1 

8 ~1'1?1J1 b?l:W8 b ~8 f18 t.1m1~ ?18'\J bb~ ~u 'UVi f1b Vl\91 f11'j'ru~ti1?1'1~ t.J~ bi'\~~'U 1 m~'U'U 
' 

bfl ~8~ 1CJ1 ~?11 CJ bb~ ~ bd 8\91 'j'';i ~?I e:J 'U~'U f11'j'1-tf 'I 'l'U 'j' ~'U'U bfl ~ e:i'li 1CJ1fa1 tJ ~~ ~LJ fl &1 

1Vf'j'1t.1-:i1t1~8~rl1t11CJm'j'~1t1b'VlA1 t1 fa~?11'j'?lt1b 'Vll"l'VJ'j'1u 1~m1t1V1 
'U 

cs.'..m. f1111~'U8tl f1'HU~'111irn ~m.Jl'i8'U'U bf1~8"li1 tJ 
'' 

cs.'. .r;n.(9). 8'Umru~tl1m b zj8:w~81Jl{u'Vlm t.1b~'V18~bb8~b~'j'?1m:w~n1Vlt1~ 1~t.1~~ bb~ 'j'~uu bf1~8'li1CJ 
' 'U'U 

cs.'..r;n . ~. bnu-V'8:w~n1'j'H MAC Address ~1f1bf1~eNU~f11'j'fl1Vl'U~A1Vlmm~'V18~ bb8~b~'j'?I 
'U 

(DHCP Server) Vl~8~1f1 ARP Table 'U'U?lll'l'll 

cs.'..cs.'.. n1'~UeNn'Livrn{191ffi-ti6i1V1fo19111~6le:iubb~~tl~ubb~-:i1~uu 
cs.'..cs.'.. (9). l?i'8-:if11uf1:w~81\91 bb~ ~Vlm CJ b~'V h~ bb8~ b~'j'?lm .rr~1Vlfom1~?18'\.Jbb~~LJfo bb~-:J'j'~'\Ju 1 vr 

' 
b-V'1~-:18LJmrubf1~8'li1t.18~1'1{~m.J 

' ' 
cs.'..cs.'. .h 1?1'8-:in1Vlt1mVf?1~1t1~1VJ{um1~?18'Ubb~~LJ~rnb~-:18LJmrubf1~8'li1t.1 b~81.ffm'j' 

' 
bzj8:wl'i81~CJm-:iut11'118LJmru 

' 
cs.'..cs.'. .r;n. 1JJ8t1ru11'11 Vf bzj8:W~8~811'11~CJm-:1~1n bf1~8'li1CJmt.1'U8f1:WVl11'Vlt.11~t.1 bbl'lb Vf bzj8:W~8~1'U 

' v 

~8'l'Vl1-:i~LJ~8~Jlt.1~:W'Vlll'Vlt.11~t.1n1Vl'W~ b'li'W VPN blJt11?i't1 

cs.'..cs.'..cs.'.. 8'U mrubf1~8'li1CJA8:wYi1 bl'l81~611r1rul?i' m~~ bn'\.J 1'WVf8-:i8LJ mrubf1~8'li1 t.1~m'\.JA:wm1:w 
, v 'I 'I 

LJ~8~Jlt.J 

cs.'..cs.'..ct. l?i'mtJ~~811'1Vl~8lJ~'\.J~f11'j' '\.J'U8Dm rubf1~8'li1CJ~1JJilA11:wli!1b U'U 1'LIf11'j'1 .ff-:11'U 
' 

cs.'..cs.'.. b . 1?1'8-:im1~?18'\.J bb~ ~lJ~~811'l'VtJ'l'j'~'lJ'\.JVl~8 8D mru~1JJilm1:wli!1b U'U 1 'LI f11'j'b .V11.ff-:11'U8~1'1 
' 

cs.'..~. f111bbU-:lbbtJnbf1~e:J"!i1tJ (segregation in networks) 

cs.'.. ct.®. 1?1'8-:i~~v\'1 bbt:-Jt1e:!'11~'\.J'\.J bf1~8'li1t.1 zj-:iiJ'j'1 t.1~~ bBt.1~ b~ m n'\.J'V8rn 'V\9l'Vm'j'~urnf1~8'li1 t.1 

mt.11 t1bb~~bf1~8'li1t.1mt.1t18n bb~~~tl mru~1-:i 1 ~~8:w~-:iLJ~'\.JLJ~-:i1 Vf bllt1D~~ut18~b?l:W8 
cs.'..ct.h bbtl'lbbCJf1bf1~8'li1CJ\911:Wf1~:W'V8'1'\.J~f11'j' n~mn.rr bb;;:i~1~'U'\.J'l1'U~1'1 ., 'V8'1:W'Vl1l'Vlt.11~t.J 

" , cu I 

cs.'..ct.r;n. 1?1'8-:i 1itvH18~r;i ~'U'Vl~mb tJ-:i bf1~8'li1CJm t.11t188f1b lJ'U bf1~8'li1CJ ~8t.J I 
cs.'..ct.cs.'.. l?i'm 1 .ff bnl'l n vb ~8f11'\.Jf1:W f11'j'b .V1~-:Jbf1~8'li1t.1~-:i~1nmt.11 t1bb~~mt.1t18n~1t1-:i1'U zj'I 

' 



<i'.'.b . fl11fl1'Ufl:l.Jn11b6llei:wl?iei'V11 'lb fl~eJ"IJ1t.1 (network connection control) 
' 

<3:'.. b.C9l. e.J'Wtu1\9l fll':i b zjm.Jl?i em~vn ~Vl:i.rn.1bE:l'lJ1e:i'V1 bbe.J(i) blil':i?l~ n1Vl'U(1) 1 Vlb vhJ'W 
' v 

<3:'..b.lv. ':i~'U'Ubfl~e:i-d1t.1~bzje:i:w~e:i 1 tlt!-:i bfl~e:i-d1t.1~'W 'l m t.1'We.Jfl:J.JVlll'Vlt.11~t.1 "1m~(i)~-:J':i~'U'U 
\9l':i1"il~unwumn brn~~eN~ri11:w?11m':i~ 1'Wm':im1"il~'U1tl':ibbm:w 1~tl':i~?l'lA~ 

' ' 

<i'.'.G'll. flTa\011'\JfJ:l.Jfll':i~(i) b&l''U'V11'l'U'Ubfl~ei"IJ1t.1 (network routing control) 

<3:'..ITTl.C9l. e.J'Wtu1\9l b61'U'Vl1-:i bfl~e:i'/J1 t.1 bu'V'l1~n~:wVlmt.1bE:l'lJ1e:i'V1 bbe.J(i) blil':i?l~ n1VJ'U(i) 
' v ' 

<3:'..ITTI . ~. ~bfl\9lb1~b ~e:ime:i-:ioif e:i:J.Jffvfl Vlmit.1'W 1 'Wbfl~e:i~1t.1 
'\I 

<3:'..ITTI. m. '11 e:i-:imT'iJ ?le:iuVJm t.1bE:l'[J1 e:it1 bbe:i (i) b(i) ':i?l'IJ e:i-:i'1i''W'Vl 1-:i bbE:l ~um t.1 'Vl1-:i 

<3:'..ITTl.<3:'.. "1e:i.:imufl:J.J fll':i 1 VlE:l'IJmoif e.J:J.JE:l ~1'Wbfl ~e:i~ 1t.1 
' '\I 

<3:'..b'll.ct. '11 e:i-:in1VJ'U(i) b61'U'Vl1-:i m':i 1 VlE:l'IJe:i-:ioif e:i:w E:l'U'U bfl~e:i~1 t.1~?le.J(i)AAe:i-:i nu m':imuA:w m':i b oif 1~-:i bbE:l~ 
'\I ' 

fll':i 1-ifo1'U'U~fl1':i bfl ~e.J~1 tJ 

<3:'. .b'll. b. '11 e:i-:i"i\'1n(i)fll'j1 ib61'U'Vl1-:J'U'Ubfl~e.J~1mi1 n bfl~e.J-:Jfle.J:W'Yl1 b\9le.J{1 tJ cJ-:J bfl~e.J-:Jflel:l.J'Vl1 b\9lel1 bb~~lt.J 
b ~m~~'Ufll':i 1 i'<il1n b61'U'Vl1-:J~'W 

<i'.'.c:;; . fl11~ 'WJ'U~1Uflfl~611Vlforn.U.:i1'U~ei~Jl1t.1'Uein:w'Vl11'Vlt.11at.1 (User Authentication for 
' '\I '\I 

External Connections) 

@:'..~.(9) . m inu~'<il~ b oif 11 i-:i1'U':i~'U'U '11 el.:J bb?l(i)-:J ~1\9l'U~1 t.Jzjelm i-:i1'U'Vl flfl~-:J 
'\I '\I ' 

@:'..~.~. mi-:i1'U~el~mt.1'Ueln~1'U-:i1'U "1mbu'Ue'.i'~1~fo~'VlB1'Wm':iboif1ti'U~m':ibbA1bvhJ'W 
'\I '\I '\I 

<3:'..~.bll. "1el-:i~':i~'U'U\9l':i1"il?lel'U m i-:i1'U'Vlnfl~-:in el'U~'<il~el'Uru1\9l 1Viboif1~-:i':i~'U'U ?ll':i?l'Ub 'Vll"1'1Jel-:i 
'ti <I 't v 

:J.JVl11'Vlt.11~ t.1 1(i)t.1"iJ~ "1el-:im5m':i~'Wt!'U~1\9l'U\9l1 t.1 m':iu el'Uzjel m i-:i1'UbbE:l~':i«?1~1'U b ~el 
'\I 

ct. fl11boU'l1'UB'Ub'VleJ{bil\9l (use of the Internet) 

ct.C9l. m otl.:J1'U~€J\l bzjB:W~el':i~'U'Ufl B:l.J~1 b\9lel1 b ~B fll':i b 61111 otl.:Jl'WB'Ub 'Vl B1btJ\il~1'U':i~'U'U-rn~1 fl11:WUE:1B(l)Jlt.J~ 
'U 

:J.JVl11'Vlt.11~t.1~(i)?l':i':i 11m:J.J~'Vlim~-ru 
ct.iv. Vi1:J.J t iB'Ub 'Vlel1b tJ\9l'1Jel.:J:l.JVl11'Vl m~ tJ b ~elVl1U':i~ 1t.1'1l'W1 'Ub ;n.:i'V'l1ru'li~ b u'W m':i~1'U'UflflE:l 

' 
ct.m. m i-:i1'W'1i'el.:i 1~b.1J1~bl'U 161ll9lm~b Vl:l.Jl~?l:l.J b~'U bl'U 161ll91~-rr(i)~el~ffo':i':i:l.J bl'U 161ll9l~~b ~elVlleJ'Uell'<il 

'\I '\I 

m~'Vlum~b Vlel'WVl~m uwl't.1~elm1:J.J~'WA.:J~el'li1~ 1"11?lm 'V'l':i~:J.JVl1fl~\9l~~ Vl~miu 161l~~buw1t.1 
~eliK.:ifl:l.J Vl~e:iE:l~ bil(i)~'VJB'[J el-:i e'.i'~'U Vl~el.1f e:i:J.JE:l~m"il nelm1m~t.1Vl1t.11 Vinu:J.JVJ11'Vl m~ t.1 b u'U'1i''W 

'\I '\I 

ct.<3:'.. m otl.:Jl'U~ B.:J':i~iJ(i)':i~l.:Jfl1':i\Yl111.n vrn \Y) 1iJ':ibbfl':i:W1 otl.:J1'U "ill fl B'Ub'VlB1btJ\il zj.:J':i1:l.J ~.:Jfl1':i(i)111.Jb VlE:l\Yl fll':i 
'U 

tlfoiJ~.:i 1 iJ':ibbfl':i:J.J~1.:i 'l ~el.:JbU'W 1ul\Ylt.11~m;b~\Yl~'1J~'VlB'Vl~el'Vl-r~~~'W'Vl1'llltl,Jtl,J1 
ct.ct. 1~ri1'i 1 otl'U~fl1'i'U'UB'Ub'VlB1 btJ\9l~~ fll'ifl':iB'Umm bb'Uti~1(i)v'i"il1m'Wm n'Vl~m U'Ub1E:11'W11J 

Q t:u Ct. f5 I I 

b. fl1)'\J)'\ll1)"iJ(i)fl1)fleJ:l.J'W d b\9lel':ibb:l.J'1J 1t.J 

b. (9) . n1Vl'U (i) e'.f (i) bbE:l ':i~u'U 611'Vl1''U bfl ~ el-:i fl el11~1 b\il elfa~~1 t.1 'Vl mfl ~el .:i el~ 1-:i b u'Um t.1 ~ n~ru er n~':i 
'\)'\) ' 

b.\v. ~~'U\ilel'U/fl':i~'U1'Ufl1':i 1 'W fl1':i\9l':i1"il?l B'UflB:l.J~1 blilB1bb~~1t.J bbE:l~ 1timru~~'Ul1~fl1':i1 otl'll'U'Vl~B 
b tl~ t.1'Wbb tlE:l-:iri1~~(i)tJ n~ '<il~'1i'el.:i~1 b \J'W fll':ibbm '1J bbE:l ~lJ''WVi m1 t.1-:il'Wfll':i bbm '1J b(i) t.1Vl'WV1 

b.m. ~.:J'U1~fl1'1JB.:J bfl~el.:JflB:l.J~1 blilB1 bb~~1 t.J'Vl fl bfl~B.:J bbE:l~ BiJ mruflB:l.J~1 b\il B1~1 Vl'U~fll':i'Vl fl'litJ\Yl 1 Vf m.:i 
' ' ' 

nrn1mil1.:i8.:imm\il'W (time.mcu.ac.th) ~:l.JVlll'Vlt.11~t.1tiil1.:iB.:i .... 



b.c(. bu~ 1 off'U~mdb vi1~'il1 b ll'Ub vi1tY'U 1~CJ\9lei-:iihn191 d md'llei-:in'Ub ~m~:w?f 1'1i1-r'U'U~md~i'.Jm1JJ b~tJ-:i~ei 
d::;'lJ'lJ-rm~1rrnmJi;:iei~.iltJ~1tJ 

b.ct. \9lei-:itlfotJ~-:id::;'lJ'lJ'IJeivJl'i bnft i1 bU'UD'.\J~U'U ei~ bG1JJei b~ei ~~'lim 1 WJ~l\l I 
b. b . (;)ei-:i'Vl~G1ei'U 1 tldbbndJJJ::;'lJ'lJ b~ tJ1n'Umd-rmnm1JJui;:iei~.iltJ bbi;:i::;tJd::;~'Vl5m'Vlj fl1d 1i-:i1'U1~tJ~11 tJ n ei'U 

~~~\l bbi;:i::;mi'-:i'.\J1 n md bbnl 'U'li1~ffU1d -:i-rm~n 
' 

b .b'JI. m d~ ~ ~-:i bbi;'l::; m db zjeiJJ~ ei d::;'lJ'lJAeiJJ~1 b\91 ei1mJ~1 tJ '.\) ::;\9l ei-:i ~1b'Wt!md1~ tJ e'.i'~ bbi;'l d::;'lJ'lJ'U m~1m1'Ll 
"" 

b'Ji. md1 "11 .. :rn..1bb6l ~ n11'1'11'U A~.m111 "l1'\l1'W~~'!i1:w1tJ~ b~ n'Vl1ei-Umi 
' 

b'li.<9l. {J~1911.ffuru~moff~bU'U~1bi;:J'1J1i'.4?1t1~1911911:w~1tJ@mcu.ac.th 1~m-U11.ff-:i1'U~ mail.mcu.ac.th 
., " 

bbi;:i~1i-:i1'U'Vlm~'U'U'Uei-:i G Suite '1lei-:i:wmi'VltJ1~tJ ~1tJuru~moffb~m 
' ., " 

b'Ji.h 'UAmm i;:J\l'\ll::;bUtJ'Ub~ei1.ff'U~nldd::;'U'lJ'.\J~'li1mtJBb~n'Vlde:ltJn~ (MCU-Mail) ~ www.it.mcu.ac.th 
' 
bbi;:i~1.ff-:i1'U 'Vlm~u'U'UeN G Suite 'lJeJ\ljjmi'Vlm~tJ ~1tJuru ~rnoffb~tJ1 

' ., " 
b'Ji.m. m off-:i1'U\9le:i-:i 1:w 1 off~e:i~'.\J~'li1m tJB b~ n'Vl1eit1n~'UB'ler~'Ub ~ffell'U'li1~eJfo-~-:ioLJ'e:im1:w 

" " " 
b'Ji. ((, mru~(;) B'l fl1 da-:i.U e:J:lJ(;j~ b U'U A11:W~ 'U hlrn )d::; 'U fn 1:W~1 fl ru'U B\loU B:Wi;:J i;'l'l'U'Ui'.41-U B 

'U 'I Q.J 'U 

.:::;,. ~ .::::i. ~ 

'.\J~'li1mtJ mi;:in'Vl1e:i'Un?1 

b'Jl.ct. mi-:i1'Ui'.J'!i1°l!1~'.\J~\9lei-:i-rmnuru~m off bbf;1~di'.4?1~1mll'Llrn1jj~u 1:w1 ~~11'li1i;:i1 u~-:iuAAi;:i~1lJ 
'U v 'U 'I 

b~m-Uei-:i b ~eiuei-:in'Umd 1il-:i1'U1~tJmlJth~?t-:ir1~ 
" 

b'Ji . b . 'li1~'l'.\J1nmd 1 oU'l1'Ud~'U'U'.\J~'li1mtJfa~ n'Vldei'Lln~b?l~'.\J~'Ll m i-:i1'U(;)ei-:iu'UVinmdeie:in'VlnA~\l b~ei 
" ' 

um n'LluAAi;:J~'Llb -U11 .U-:i1'Ll'.\J~'li1mtJil b~ nmei'Ll n~'UeJ'll91'Ll 
' 

'.\J~'li1mtJBb~n'Vldei'Lln~mnn11'iJ1'U1'Ll~rnd'.\J~bll'Ll d~'U'U'.\J~v11mdd~~'Uuru~m.U.rr1m11 b~ei 
., " 

UeJ\l tl'UA11jj b~ tJ'\i11 tJ~'.\J ~ bn~ tl'Ud~'U'U'U eJ\lJJ'\i11l'\ll tJ16i' tJ 

b'JI.~. nei'Ua-:i~e:i bu~ 1 'VJ~ 'li1~eJA~n~-:in~bb 'Ll'Um \9lmm1'.\J?1eiu 1 i1'bb 'Ll1'.\Jnei'U111:w1 'li'.\J~'li1mtJ'!i1i;ieinm-:i 
b'JI.~. \9lei-:i1lJa-:ioLJ'eijji;ia1'U'UAAi;:i~?\1ri'ru b'li'Ll di'.4?1~1'Ll uru~mi 'li1mmi;:i'Uumud~"U1"1l'U V1mmi;:i'Uum 

'U 'I v Q.J 'U 

.:::;,. I ~ ~ .:::;,. ( 

bAJ~\91 1i;:i 1 t:-n'Ll'.\J~V1mtJmi;:i n'VldeJ'Lln?I 

c:;;, n11A1'UfJ:Wn11boLJ1~\l1~'U'Utll]u~m1 (Operating System access control) 

c;;; ,GJ. ~~bb6'l1~'U'U (System Administrator) 
""' 

~.(9).(9). \9lei-:ir\'1V1'U~zjeie'.Jl i-:i1'Ubbi;:J ~di'.r?l~l'Ll 1 i1'n'Um i-:i1'Ud~uuu nu~ fl1J'UeJ'l bA~eJ'lfleJjj~1 bl91eJ1 
" " ;.J 

'1JeJ\l:W'\i11l'\lltJ1~tJ 

c:;;. ifil. n 1'\11'1..J ~.rr'W 191el'W m 1ul.Ju~ b ~ ei m 1b-rr11"11\l1'1..J~li''W l'l \l u i;iei ~.ti' tJ 
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';i:t:'U'U~'Ll bbi;'l:t:bb?f~-:i 1 ~b ~'LI ~-:i~m fl';i:t:'Vl'U bbi;'l:t:';i::::~um1:u~1 A' ~19imJvn1'Vlm~ ti 
®®.h h v1PJ'lfn'Ufl:l.J?f .fl1'V'l bb 1~~eJ:l.J'1JeJ'l';i:t:'U'Uzj'l 11\9i eJ fl1';i';i'U nd'Ll 1~tJ bU°v'l1:t: 

' 
(®) :W~ei-:iuiJu~-:i1mbtJ fl b .u'Ll~~~1'Ll bbi;:i::::v1e:i-:i n1vt'U~~'Vlt1 ~bu°v'l1::::~~:Wvtt'.h~~1~-ru 

:l.JB'UV!ln m vi1J'U b oLJ1hJLJi)u~'l1'U1 'W~B'lfld'U~:l.J~'l fl~11 
" ' 

(tv) ~~ii\''l':i::::urnbtifl~1'l'V11 n-'i11m:::: u?11';i?1'Llb 'Vll"I B'U 

( m) 

(~) 

v\'1 m';iuei'l n'Ufl1';ii1'Vl-r°v'lti1 m hk~ ti'l°v'le:i 

:W';i:t:'U'Ub~1':i::::1'lfl1';ib.if1 ~'Ii ei:um~1r1ru1vi mrlli1~-ruei'U ru1 lil 
\I Q.J \I 'l v 

rf .c:t, rf d d d 
coi coi. m. fl 1 ';i\011 'lJfl :UeJ'lJ fl'HU fl PJ:U'W 1 blil el ';ibbi;'l:::: 6'1€1 6'11';ibfl61 el'Ll'Vl 

' ' 
®® .m.®. bb mLJi)u~~1V!fofl 1';i 1-t'~LJ mruflB:l.l'W1 blil ff~bbi;'l:t:~B?flibfl~PJ'Ll~~'l'IJ B'l~1'Ll~1 bbi;'l:t: 

eiumru'1JeM'Vl1'li1'llm';i 
' 

(®) l'i'B'l~BflV!~B~Vlbfl~B'll~B~n'U~ mru~tl1bfl~B'l1LJ1m'Ll~?f151';if1!:t: 'V1~PJ1'Ll'U~bdru ~ 
'\J 

i1A11m~ ti'll9i e:i fl1 ';j?f ruvn tJ 
'\J v 

(®) l'i'ei'l bUVl 1oU';i::::'U'U~Bflvt-W'1"ileleJlil1 'Ll~~'V1~BUV1 bfl~eJ'leJ\111 'Ll~~ b~B bJ1~ oU\l1'U bb~:::: 1 'Ll 

( m) 

k) 
(tr) 

(b) 

(~) 

(~) 

(~) 

mru~1li1~ oU\l1'Ub U'U fl1';ii1fl';i111'i'B'l~ el fl'V1-W'1"il B'Vlflfl~\j 
' mi I') m ~'l ';i'.X61~1'Ub~eJb.if11i.:i1'U fl ei:u'W1 blil ei1 bb 'U'U'V-l fl°v'l1 

'\J 

1:u l oUBU fl ';iruflB:l.l'W1 blil e:i1 bb 'U 'U°v'lfl°v'l1~1:1.J n'U'U fl fl~ ~'Ll 
' ' 

l'i'mlil';i1"i161€l'U b ~BVl111-r611vi tJ 1U';ibbfl';i:l.JDB'ln'U11-r?f rleJ'Ufl1';i 1 oU\l1'U~eJU'UVifl 
.if e:i~~°v'lfl°v'l1l911'l 1 

1li bfl'UoLJ B:l.J~~1 A ru'IJ B\l~1'U\l1'U 1 l'U'U PJU mru fl ei:uY41 blil eifam~ ~B?f 1 ';i bfl~ B'U~ 
'\J v ' 

vfl .V-:i1'UPJ ~ vn fllil1 bU'Ul'i'ei-:i~Vlbfl'UoLJB:l.J ~'U'UBUmru~'l fl~1Til::::l'i' B'l b oLJ1';i'.X61 
'\J '\J ' ,, 

oLJB:l.J~'Vlflfl-r'l 
'\J ' 

~1:u 1 ieiumruAm.JY41 blilB1bb~::::~ei611';i°v'1 n'V-l1 b lJ'Ueiumrunw"i11ti~ruru1ru 
9 q V IV 

bfl ~eJ "~1tJ 1 ~G11tJ.fl1 tJ l 'U:l.JVlll'Vl tJ1~ tJ 

l'i'm~vim';in'U 1U';ibbm:u1li~'llJ':i:t:61-:ifl1 'Ueiumrufl ei:uY41 blil ei1u';i:t:b.fl'Vl°v'I mn 
' 

~~~'l 1U';ibbfl';i:l.JUPJ\ln'U~mb11u-r'UU1'l';i:t:'U'UUi]U~fl1';j1~Vl'LlG'l~tJ1li~~~'l 
61JB°V'liibb11~~fl!JV1:1.l1CJ 1li~~~'l61JPJ°V'liibb11~1lii~fl i~i 
i1m::::rn'Ufl1';i~~ fl1 ';i fl ';i ru~ BU fl ';irufl ei:uY41 blil ei1°v'I fl'V-l1 bfl vi fl1 ';iG'l rum tJV!~eJ ~ fl'IJ 1:u tJ , "'Q.J \I 

b~'Ll bU~';i::::'Uu~e:ifl 1 'UeieiG'l boLJ1';i..XG11 °V'l~.if ei:u~ b oif1';i..Xmn1~~G1n ~~~'l 1 U';ibbm:u 
'\J 



6'11'JeN (backup media) b'li'W ~~ ~1~ eJ'1~11l~?lrlJl1CJ'WeJn (External hard 

disks) btl'Wlil'W 

(ID) rn oli.:J1'W~Vlu1~bnu-rm<J1~elu'LIVin-LJ'el:1-J~6'11'Jel\l 1 ll 'W?1m'U~~ rnm ~?Ill bJb~CJ\l~el 
'U 'U 

n1':i~11 Vl~'IJel\loVfilJ~ bb~~'Vll1l?leJUn1'Jtl~'WoVeJ:W~~6'11'Je:l\l 1 le:itJ1\l?IJ1b?l:Wel 
'U 'U 'U 

<Pi<Pi.Ci:'. nTatJl]u~\l1'U~1nJ11m .. rnn611tl'n ·nu (Teleworking) 

(9)(9).CS::.(9). rn-if \l1'U\l1'U':i~UUlil1fl'J~CJ~1n~ lilmVlln1'JY1?11i1tl\ll119rl.Jrl e:l'Ub oV11 otl\l1'U 
'U 'U 

(9)(9) .CS::. ID. lil el\l-r mn m 1:WU~ ell11Jl CJ 6'11Vl~U 'J~UU ~ eJ?ll ':ioV el~~ 'J~Vll 1\l?I ti 1'W~~" ~i1n1 'JU i)u~ \l 1'U 

"il1m~c.i~ 1nmb~~':i~UU\l1'W~1\l 1 mCJ 1 'W:WVl1l'VlCJ1~CJ 

(9)(9) .cs::. bll. ih.111?1':im':in1 ':i -r mn m 1:1-J~'W fl \JU~ €1 111Jl' CJ'\111\ln1CJn1'V'1 6'11V1~u ?l t1 TW~~ "ii d1 m'JU 5 U~\l TW 

'IJB\lrn-il\l1'U"i11m~CJ~ 1n~ b~e:iuB\ln'Um'J'IJ 1:wCJBumru m'Jbot'1fi'l-V'B:w~ hw bJ1~fo 
'U ' 'U 

B'Will1\91bb~~m':ibzje:i:w~B"il1fl':i~CJ~1n~ 1~m:tl:Wu':i~?l\JA~ 
' v 'U 

(9)(9).CS::.CS::. rn-if\l1'UlileJ\l 1:iJB'Uill1\911 ~fl'J€1Ufl~1Vl~m ~e:l'U'IJB\l\9\'Wb oV1fi\l'J~UUb'Vlfl 1 'W fa~?l1':i?l'Ub 'Vll'l 'IJB\l 
'U ' v 

:WV11l'VltJ1~CJ 1 'W?lt11'W~l'l\ln~11 
(9)(9).cs::.cr. lil€1\l\9\':il"il?l€1Ul1€1U mru~ b U'U'IJB\l~l'Ul'i'lzj\l 1 m 'U n1':ib .LJ1fi\l'J~UU?l1':i?l'Ub 'Vl l'l'IJB\l 

' 
lJVl1l'VlCJ1~CJ "i11fl'J~CJ~ 1n~i1'J~UUU €1\ltl'U 11-rmb~~fl1'J 1-if '11'W 1 'Y'l~1€1~~e:itJ1\lbVl:J.J1~?l:W 

(9)(9).cs::. b. lilB\l n1V1'U~'IJUl1l'IJB\l\l1'U~€1°" qj1\91bb~~1:iJB°"qj1\911 ~ b .LJ1fi'l6'11V1fo m':iui)u~\l1'Ulil1 n 

':i~CJ~ 1n~ -&11:!-J\ln1':ivl1\l1'U 1 'W?lt11'U~\9l\ln~11 ~'Ufl11:W~U'IJ€1\loV€ilJ~~€l'Uill1\911 m-if 
'U ' v 

\l1'U 1~ bb~~':i~UU\l1'Ubb~~u~m':i~1\l 1 'IJB\llJVl1l'VltJ1~CJ~B°"qJ1\911 ~b .V1fi'l 1~1il1n 
':i~CJ~1n~ 

<Pi lfil. n1':i'\J~'Vi1'J:5'111 n1'J'J:::'IJ'IJ:il111 brl'\JoLJel:W6'l~':i1~':iflel:WVl1 b\91 ei~ (traffic log management) 
'U 

(9)\D.(9). lilB\lrl1Vl'U~~~m<}1oVB:W~"il':i11il':ifl€1lJV11b\9\eJ~U'J~";\\'1~1'U\l1'U bb~~i1 Log server 'l.leN~l'W\l1'U 
'U 'U 

6'11Vlfo'J1m1:w-V'B:w~lil':i1"il':ifl B:1-JV11b\9\B~~'l"l'hrn~\l:WffU1 ~ ~-rmn.V e:i:w~"il':i1"il':ifl e:i:wV11 b\91 e:i~'l.lm 
'U 'U 'U 

.<:::I. v d d ii 

:W'Vl11'Vl m~ CJ b:W e:i:w m ':i':i B\l'IJ e:i 

(9)\D.h n1Vl'U11115m'J 1 'Wn1':i'W 1~\loVB:W~"il':i1"il':ifleJ:l-JYl1b\9\eJ~"il1n~e:iffi oUbnu 1 UcJ\l Centralized Log 
'U 

Server 'IJB\l~TW\l1'U 

(9)\D. bll. utJVi nm ':ivl1\l1'W'IJB\l bA ~m A e:i:wV11 b\9\e:i~ bb:Woci1 CJ bb~ :::'J:::u u b fl ~e:ioci1 CJ u'WVi n m'Jui)u~\l1'W 'l.le:i-:i 

m i-:i1'U bb~~u'WVim1CJ~:::bBCJ111'l.lm':i:::uulJ'e:i.:Jn'W m':iumn 1~bbri utJVinm'Jb .V1e:ie:im:::uu zj\l 
'U ' ' 

u':i::: ne:iu ~1 CJ uru~m i Vlmm~'l.l 1e:J.y;bbeJM~':i?llil'W'Vl1\l Vlm m~'l.l 1e:i-Wbbe:i~ bm?lum CJ'Vl1\l 
v 'U 

1u'J1\9\AB~ bb~:::Vlmm~'l.l'l"le:ifa b~e:iu'J::: 1CJ'IJ'W1'Un1':i1 otl\9\':i . J"il?lBUbb~:::bnuu'WVin\91\ln~1111\911:w~ 
n1Vl'U~ 111 'WYl'J:::'J1'lJuqirQ'~11~1CJ m'Jm:::v11~~ b~ CJl nufle:i:wV11 b\9\e:i~ 

(9)\D .cs::. \91 ':illil?I e:iuu'UVi n m'Ju5u~.:J1'W'lJ m eJl otl\l1'Ll el 81.:J ?1J1 b?llJ el 

(9)\D.cr. n1Vl'U~15m'Jue:i-:in'Um':ibbm'IJ bU~CJmbu~\l Vl~e:iv11mCJ .Ve:i~~"il':i11il'Jfle:i:w'V11b\9\e:i~~1\l 1 bb~:::-;;J1n~ 
~ I I tJ 

~'Vl5n1 ':i b .V1 fi'l-V' e:i:w~ "il':i1 "ii ':ifl e:i:wV11 b\91 e:i ~ bU '1"11 :::u flflffYl bnCJloV B\l b vi1ir'U 
'U ' 

<Pim. 'Vi~1~bb6'l:::fl11:W~'\J~l11"1lel'\J"11e:J\l~l11bb6'l'J:::'\J'\J (system administrator responsibilities) 
'U'U 

<Pibll.<P). ~11lbb6'l':i:::'\J'\J bbtl\JBBmtl'W bll n~:w 
'U'U ' 

(9)bll.(9) . (9). ~~bb~'J:::UUbfl~BoLJ1CJ (system administrator) 
'U'U 

(9)bll.(9).\D. ~~bb~'J:::UUflB:WV11b\91€ifa:Woci1CJ (network administrator) 
'U'U 



~o 

®m.®.m. ~~bbm~'U'U?l1'H'!'Ub'Vll"l (application administrator) 
ii .:::ti di.Id vc:i.. v.J" 

<Ol611.h ~~bb6l';i~'U'Ubfl'ael'UW :IJ'V!'U1'VlbbG'l~fl11m'Ue.J~'IJe:JU~\l'U 
'U 'U 

®m.h ®· ~bbri-rm~1 bbG'l ~~'H'il?le:JUffU mru bfl ~e:J~1CJ bbG'l ~'IJe:J\lVl1\l n1'a~e:J ?11'a'Ue:J\l'a~'UU bfl~e:J~1 CJ e:i8 
" ' " 
b?t:l.J e:i bbri~Dvi'IJ e:J\l'\111\ln1'a~eJ?l1'a'Ue:J\l"a~uu bA~eJ~1 CJ~1:iJ:Wm1:1.1~1bU'U~e:i\l1oti'11'U1 'Ll°v1'UVi 

®m.h h bnu-rn131.LJe:i:1.1ri-'il-aT'il-avi1\lrie:i:1.1~1 bl?l e:i1b vi1~~1 bum ~e:i 1 ~?11m-am~LJ~11?1m:Jl i'11'U 
" ' " 

'Llu~\l bb~ b~:1.11 iu~m-a bb6l~~e:i\l bnu-rn13111b ll'U-a~ CJ~b 16l 11?11:1.1~n~'Vlm CJ n1'V!'U~'Llu~\l bb~ 
m-a 1 iu~m-ai'U?l~G'l\l bb6l~ m-a bnu1'n131.LJe:i:1.16ll\l-a11\1-avi1\l rie:i:1.1~1 bl?l e:i1~e:i'11 i15m-a~ 

' " ~'UA\lU6le:i~nCJ lii''l~e:i 1 ud 

(C9l) :n-a~uu m-abn'U-rn131 m1:1.16'1u'Ue:i'1-iJe:i:1.16l~~vi bnu bb6l~ n1'V!'U~.&'Uri11:1.16'1u 1 'Ll m-a 
' " ' 

b .LJ1~\loLJm.J61~\l n~11 bVlB1'n131m1J.Jri-aui11min~ eJ\l bbri~ri11mh b ~e:i~ eJ'UeJ\loLJeJ:JJG'l bb6l ~ 
" " " 

1 ~ i.li.I i..4'111 d~v 1-lili.1 •1ilci o iJd 
:1.1 b 'V!e.J\91 bbi:l-a~uu?11:1.1:-ambrn 'U'Ue:J:l.16l'Vl bnm n131 n b 1'Ubb~ <;1:1.Jn1'afl1'V!'U\91e.J'Vl ?11:1.11-a ti 

'l.J'l.J 'U 'l.J 

b oLJ1il'\loLJe:Jm111?1 b 'IJ 'U e'.Jl?l'a11\l?!e:JU'a~UU?!1'a?l'Ub 'Vll"l'Ue:J\l~1'U\l1'U 'V!~e:JU flfl6l~?i1'U\l1'U 
" " ' 

:1.JffU'V!:l.11CJ 

(l!J) oLJeJ:JJ611il'a11il 'a'Vl1\lAeJJ.Jy;1 bl?le:i1~B\l'a~ 'IJ'a 1CJ G'l~bBCJV1m -ti'11'U bU 'W'a1CJUAA611ili' 
'ti .. \I .. 

(m) oLJe:J:l.1611il'a11il'a'Vl1\lfle:J:l.1~1bl?le:J1~e:i\lu'UVineJ'1\l~\lbdmnu time.mcu.ac.th 
" ii Q lf 11 ~v.d v~ vdf 

<Ol611.611. ~\91 bb6l 'a~'IJUfleJ:lJl'l1 b~eJ 'abb:lJ'U1CJ :l.J'V!'U1'\!l bb6l~ 1°111:1.J'a'Ue.JVl'IJeJU\91\l'U 
" " 
C9lm.m.®. m11il?!e:J'U\91 bb61-rn131m-a1-ti'11'U bA~e:J\l rie:i:1.1~1 b1?1e:i1bb:W~1 CJ'U e:J\l~1'U\l1'U 1 ~b U'U 1 tJl'l1 CJ 

" 
m1:1.1b~CJ'U~e:JCJ bb61~:WtJ-a~~vi6ml'l mn1?1-a11\l~u~\l~vitJn~b~mnum-a1i'11'UbA~m 
rie:i:1.1~1 bl?l e:i1bb:W~1CJ1 mu\?11 b tJ'Un1'abbm 'U -a1:1.1~\JU e:J\l n'U bb6l~u-a-ab vi1m1:1.1 b~CJVl1 CJ~ 
mlillil~ bfivi~'W 1 'W°v1'WVi 1 'Wmru~~\l~viLJ n~~\l n~11 bnvi~mnn m-a 1-ti'11'U'UeJ\lm -ti'11'W~1:iJ 

" 
bU'U 1 tJ~1mbmu5u~ffi mrnb~\leJL i'11'U~J'U 1 ~~~m-am~vh1 'Ll°v1'UVi bb6l~ 1 'Llmru 

~1 b u'U b ~ e:iu e:i\l n'UVJ~e:iu-a-ab vi1m1:1.1 b~CJVl1CJ~l\J~ bnvi~'U bbn?i1m1'U 1 ~e:rvi bb61-a~uu 
"" 

~1\11-aru1 -a~~um-a1 -ti'11'U'Ue:i\lm i'11'U°v1'UVi 
" 

C9lm.m . h ~vi~\l bbG'l~tHutJ-a '11 u-abbm:1.1rie:i:1.1~1 bl?l e:i1~1'Vl-ru bbm 'UoLJ e:iu n~~e:J\l'Um bri~e:i\lrie:i:1.1~1 bl?l e:i1 
' 

bb:iJ~1 CJ 1 ~iJm1:JJ~'UA\llJ61eJVlJlCJ1 'Wn1'a b-tl'\l1'Ubb61~°v1'U?!iJ CJe:J8 b?!:l.Je:J 
" 

®m.m.m. ~\91~\l 1tJ-abbm:1.1~1Vlfo~vim-a1 U'abbm:l.1 h.itJ-a~?1\lfi~~1\l 11 ~b'Vl:l.11~?!:1.1 
C9lm.m.cs'.. m1lil?!e:Jum1:1.1~'UA\JU6le:J\91D CJ 1'Um-a1 i'11'U bfl~e:J\l rie:i:1.1~1 b~e:i1m.i~1CJ 
@lm.m.<t:. 1'1bb6l-rn131bb61~tJ-rutJ-a\l-a~uuuru;gm -ti bA~e:i\lrie:i:1.1~1 b~ e:i1bb:W~1CJ1 ~tin~ e:J\lbb6l~b U'U 

ti .. v \I 'l.J 

Ulillilu'Ue:i8b?1:1.1e:i 
' " ' ., ii ci ilci Q./Q, <Vci 

<0)611.<i'.. ~vi bb6l';i~'U'U611';i6l'Wb 'Vlrl :1.JVltn'Vlbb6l~m1mue.ivi'IJe:i'Uvi\l'U 
'U'U 

@lm.es'.. (9). vi bbri-rn131 bbri ~ tJ fotJ -a\luru;gm i-a~u'U?11w1'Ub 'Vll"11 ~11 n~m bbri~ b U'UUlillilU'U e:i 8 b?1:1.1e:i 
'l.J .. QJ 'l.J 'l.J 'I 'U 

C9lm.cs'.. h tJfoU'a\l'a1 CJn1'a'a~UU?!1'a?!'Ub 'Vll"lbb6l~'a1CJn1'ae:JU mru~ b~ CJ1oLJe:J\lnm~UU?!1'a?l'U b 'Vll"lJ'U 1 ~ 
' ' 

tin~m bb6l~bll'Uulillilu'Ue:i8b?!lle:i 
" ' " ., "" ., 

<0)611.<t:. i·rn nu';i';i:lJ1Jl'U16l'U ei-:i ~~ bb6l';i~'U'U 
'U'U 

®m.<t:.®. 1:1.11irl1tnlil'VIU1~'Ue:i-:i1?1'U1 'Um-ab oiJ1ii'1-iJe:i:1.161'U e:J\lm oti'11'U 1viCJ 1:iJih 'V!l?le.J6l eJ'U?1:1.1ri1-a 
'U 'U ' 

C9lm.<t:. h 1:iJm~vl1n1'a~'U 1vi~:W6'1n13ru~b U'U n1'a6l~bli\91~'\!l~'V!~e:JoLJ e:J:l.161 ~1'UUAA6l'Ue:J\l m i-:i1'UVl~e:J:W 
'U ' " 

oLJe:J:IJ61~1'U'Uflfl 6l ~\91btlU 111'U'a~U'Ufle:J:IJ~1bl?le:Jn\91CJ1:iJiJb 'VI~ e.JG'leJ'U?!:IJl°ld'a 
" ' ' 



®m.ct. m. hi b D\il b~ CJ.if e:i&.JG1vflilm11n nm"JtJ fiu~V!u 1~ zj.:ioiJ eJ&.J'Gl~.:i n~TJb U'Lloif e:i&.JG1~1~ btl\il b~ CJ 1 VI 
'U d.J 'U 'U 

'lJflfl'GlV!~'l'lJflfl'Gl 1\i1'Vl'J1'lJ 1\ilCJ 1~ii b V!\?l~ Gl eJ'Ll?!&.Jfl1'J 
' ' ' 

C0><3'.'. fl1'J1oU-:'11'Ubfl~e:i"ll1~i;r-:'lfl&.JeJB'U16'ttl (social network) 

®<3'.'.®. n1'J 1oV-:'11'LlVl~eJ1oV'lJ~n1'Hl'lJ1'll\il bfl~8~1CJ~\l fl:UeJeJ'Ll 1m_1 ~ eJ\l 1oV\l1'Llb~eJtJ'J::;1CJ'll1.J'UeJ\l'Vl1\l'J1'/Jn1'J 
bU'U~1ri'qJ 

(9)cs.:.1v. 1'Um'J1off\l1mA~e:i~1CJ~\lfl&.Je:ie:i'U1G1tlm .ff\l1'Ll~e:i\l 1~bD\i1 b~ CJ.if e:i&.JG1~!:1'1ri'ru bb'Gl::;b ut.iA11&.J~'lJ'Um 
" " v 

&.JV!1l'Vl (11~ (J 

®<3'.'.m. 1'Lln1'J1 od'.:i1'Llbfl~eJoLJ1CJi1-:'lfl&.JeJeJ'Ll1G1tl m-d.:i1'U~ 8-1 hJ b?!'Ll 8fl11&.Jfl\i1 b ~'Ll V!~eJ 1-doif 8fld1&.J~ ~1(J1 Vl~1(J 
" ' 

~'1::;vh 1 Vlbfl\i1fl11&.J b~eJ&.Jb~CJ~e:izje:i b~CJ.:i'Ue:i.:i:uvi1i'Vlm~ CJ 

®cs.'..CS.:. Vl1 nm oV-11'Ll'Vl'J1'lJVl~eJ~~n 1 'Llf11(JVl~\ll1n1'J1 oV\l1'Ll bfl~eJ~1(J~\Jfl:J.JBeJ'Ll16'ttl'UeJ\lvl1'Ll81'1il~G1 m::;'Vl'lJfl'lJ 
" " 

&.JV11i'Vlm~CJ m-dnw~ e:i\lbb~\l~1m'VlA 1'W b~?11"J?t'Llb 'VlY'lfam ~1~?1\il b ~e:i~1bu'Llm"Jm&.Jm1&.J 
" ' 

bV!m::;?t&.J 

CO>ct. fl1'J~m~1Pi11:U~'Ufl..:JD6'teJ\i1Jl~'Vl1-:'li1'1'Un1wnvm6't~~..:ibb 1\ili.i'e:i:u (physical and environmental 

security) 
., "" " CO> ct.CO>. fl1'J~\il fl1'J'lJ'Jb 1Wbb1 \i16'teJ:U'V11-:'l fl1~Jl1~ 

®ct.®.® · n1V!'Um::;~'lJm1&.J~1ri'qJ'Ue:i.:i~'Ll~V!~e:im'J~1bb'Lln~'Llm.rr\l1'U 
®ct.® . 1v. n1V1'Um::;LJLJue:i\l n'Ll m'JLJ mn~~\il~\l 1Vfme:i'lJA'Gl&.J~'Ll~V!~e:i'lJ~b1 ru~iim1&.J~1ri'ru 

'I 'I 'I v 

®ct.®.m. ~1b U'Llfl1'J'Vl\i1?1eJ'lJ'J::;'lJ'lJU e:J\l n'Llm'J'lJ mnvi1.:im wnvrn~1\l?1J1 b?t&.Je:i b ~e:i 
' ' 

m1'1?1eJ'lJl1 tJ'.:i 1od''l1'Ll1ilm&.JtJn~ 
,, ' 

" "" d CO> ct.kl. fl1'Jfl1llfUJn1'Jb '111-eJeJ n~'U'Vl'V11..:J fl1~Jl1~ 
' 

®ct.®.®.1~eJ'Llill11?11 Vfrn~iin'1boif11LJ1'Ll~'Ll~V!~eJ'lJ~b1 ru~iim1&.J~1ri'ru 
'I v 'U v 

®ct. 1v. 1v. ~ e:i\l A 1LJ A&.J m"Jb .if 1 ~.:i~'Ll ~~ii .if e:i&.JG1 ~1 A' ru~\il bn'lJV!~e:itJ "J::;m G1 ~ G1 e:i ~ 
'I 'U v 'U 

®ct.lv.m. ii n'Gl 1n n1'JeJ'Ll ru11?1n1'Jboif1~.:i~'Ll~V!~eJ'lJ~b 1 ru~iim1&.J~1Aru'Ue:i\l'lJflflG1.fl1 CJ'Ll e:in bb'Gl::;~ mil 
'I v v 'I 

b V!l?l~'Gl~ b V1CJ.:ivrn1'Lln1'Jboif1~\l~'Ll~~\l n~11 
' 

®ct.hes.:. ~e:i\l~?1'1tllil11?m b -li'W rn"J Hum"J\il m"J 1-d"J~?1~1'Ll b ~e:imLJA&.J m"Jb .if 1-e:ie:in 1 'Ll~'Ll~V!~e:i 
" " ' .c::i. do:::it O Q../ I i.I " i.I 

'U'ab1ru'Vl&.Jfl11&.J?11flru b"IJ'Ll V!eJ\JY'l'LlCJnm\l'UeJ&.J'Gl (data center) 
., " " 

®ct.iv.ct. ~e:i.:iu'U-Yin-!'Ubb'Gl::;nmboif1-e:ie:in 'Ue:i\le'.l~mb8e:i'U bbG1::;~\i1bn'lJu'Ll-Yin Hb~e:i 1 m 'Llm'J m1'1?te:i'lJ 
" 

1 'LlmCJV!~\lb~e:iiim1&.J~1bu'Ll 
®ct.ID. ti. iiu'Ll-Yim1CJ rn"Je:itJ mru~ih oif 1-e:ie:i n 

' 
®ct.lv .b'Ji . \i1 bb'Gl e:J~m b8 8'Ll'1'Ll m::;v\'.:i b?1~'1iw11'Jn'1 b ~e:iu 8\l n'Ll n1'J?! illV!1CJ'LJ 8\l'Vl-r'v'1 ~~'Ll bb'Gl ::;ue:i\ln'Ll 

'U 'U 'V v 

n 1'Jboif1 ~\l~'Ll ~ ~1'Ll ~'Ll ffi~1il fo eJ'Ll ru1 l?l '., 
®ct.Iv.~. ~eJ\lfld'lJfl&.J~1'Ll-11'Ll.fl1CJ'Ll e:in 1 'W nw1.he:itJ mrufl 8&.J~1 b\?l e:ifo~e:i e:itJ mrum m 'Ll n1'J 

' ' ' 
tJl]u~\l1t.imtJl]llii\l1'Ll 1t.i~t.i~vi~e:i'lJ~b1ru~iim1&.J611ri'fk! 

®ct.ID.~. ?1~1.:im1&.J1?1'J::;wu n 1 Vf ~~mb8e:i'U'11nmCJ'Ll e:im oif 1h1 'Ll ntibnruo/iV1~e:ioif e:in1V1'Ll\i1~1.:i 1 ~ 
~ e:i\ltJl]u~ "J::;wh\l~ e:i ~1'Ll~t.i~vi~e:i'lJ~b1ru~iiA11:u!:11 r1 fk! 

®ct.iv.®o. b.J1vi.J1~'UB\l'lJ~~'Vlmilfom"J11.J1.:i/~~mb8e:it.i ~ e:i\l~\ilUl?l'J 1 Vlb ~'Lli\i11?1G1B\il'J::; CJ::;b 1mm"J 
" " 

ulJu~\l1'Ll 

C9lC't.iv.C9lC9l. ~eJ\l~ bb'Gl bb'Gl::; b~1'Jd'\l m'JtJlju~\l1'Ll'1J eJ\l~flfl'Glf11(J'LleJ n 1 'Ll'U ru::;~tJl]u~ n1'J 1 'Ll~'Ll~Vl~eJ 
LJ~ n ruVlii A11&.J~1 A' qJ 



@ct'.m. fl 1'a~\91u~b1ru6:1T\ll~'Ufl1'a bo1f1~.:i'\il~elfl1 'a~ .:i11 el u ~~ \91Jl ru6l'lb\91~uflfl61J11 m.Jel fl 
' 

(9)ct.b11 . (9). .J1 n\91 m':ib .LJ1~.:i~'Ll~vi~e:iu~b 1 ru~il m':i~.:i:w e:iuvi~e:i'LJ'Uci1tJ r.J ~ l'ln ruo/lb ~ffue:i.:i n'Ll m':i b .LJ1~.:i 
1\91tJ1jj1~1\rn wm l'1 

' v 
I 'U I i.J 

®ct'.i;n. kl. .J1 n\?l'lJflflf;lS/1.:i6'11:1J1':ifl b .LJ1~.:i~'UVlV!~e:iu ~b 1 ru~.:i:w eJ'lJtl'U 
' 

®ct'.b11.b11. ~\?l~'U~V!~eJ'lJ~b 1ru~~.:i:we:i'lJ 111 'Ll'lJ~n ru~1.:ivi1m ~e:ivi~m~tJ.:imwif 1~.:i~'U~~'U I rrn.J 1 'Ll 

:WV!11'Vl tJ1~ tJ 

C9lct'.b11.cs:. 11Xm1'<\J?le:i'Ur.J~l'1nruo/l~b.LJ'U8'Um1tJne:i'Ll~'<\J~ 1e:i'Ul11tJ 1 uc'J.:i~'Um '1l'.:i1'U 

(9)ct'.b11.ct'. (;1-:J'Vl~ bu tJ'Ubbi:l ~ml '<\Jtl'IJ r.J~\91Jl ruo/l~~.:J:WeJ'lJ 1\91tJe'.i'LJ1tJV!~eJm1X'lJ~fl1';j.fl1tJ'UeJfl11X 
" " 

?le:i\?lAlK e:i.:i nm~ b utJLJ'W'?l~ vi~e:i~'U\91 e:i'Uu5u~6'11vi1''lJ fl1';j'lJ~V!1';i~\91 m':i'Vl1''V'l ~~'U'LJe:i.:i 
:WV!11'Vl tJ1~ tJ 

@ct'. cs:. fl1 ';i6i ~1 'l f1111J~'U Fl .:itl 61el\91JlEl611'\ll~'U be) fl 6i1 ';i';i~'U 'IJ 
®ct.cs:.(9). ~\91 bnrne:inm':i~ b~ m-LJ'e:i.:i n'lJ':i~'lJ'IJ6'11Wl'Ub 'VlY'111l 'Ll?lm'Ll~~~'Llfl.:iLJr;i eJ\?lJl tJ 

I 1 I i.J 

®ct.cs:. kl. \ile:i.:imuA:w m':ib .LJ1~.:i be:in6'11':iVi bntJ1-LJ'mnLJ':i~'lJ'lJ6'11~6'1'Ll b 'VlY'lb~m~e'.lbn m.LJ e:i.:i b vi1ti''U 
' " Vd' dc::i1 i.I v d!V c; ~ t 1 

®ct.cs:. i;n. fll'lJ fl:W fl1':ib'LJ111.:i b e:i n ?11':i'Vl bfl m 'LJ e:i.:i nm ~'lJ'lJ 6'11 ':i?l'U b 'Vl Y'l'Vl '<\J\91 b fl'lJVl':ieJ br.J tJ bb 'V'l ':ieJ tJ'lJ'U 
' " 

bfl~e:i'1i1 tJ6'1151':iru~ b '1i'Ll 8'Ub '\lle:i~b .w\91 b ~e:iu e:i.:i n'Ll m':i b .LJ1~.:ivi~m LJ~ tJtm LJr;i.:i bbm 'LJ be:in6'11 ~ 
.., 
"-' 

'U'U 
0 Q,.I tfc:;:,,. ..:::::... QJ 0 QJ 

@ct'.et'. n1'a'U1'Vl 1~ ~ 6i'U"1J eM 11Vl11'Vlm61Eielelfl'Ueln6i1'U n .:i 1ti 

®ct'. er. (9). \I) eJ.:J'LJeJ eJ'U ill1\91 n e:im11e:iLJ m ru V!~ eJ'Vl1''V'l ~~'U eJ eJ fl'U eJ fl:l.JV!11'Vl tJ1~ tJ 
' v ' 

(9)ct'.ct'. kl. uuVlnoLJ'e:i:wr;i fl1':i'l11e:iLJ mru'LJeJ.:J:WV!11'Vl tJ1~ tJ e:ie:i fl'UeJf16'11tr fl'l1'U b ~e:i 1 '1l'b {J'UV!~ f1151'U 
" ' "' 

ue:i.:intim':i?lruvi1 tJ ':i1:w~.:iut1Vi n-LJ'e:i:w61 b ~:w b~:w b~e:i'l11e:iLJ mru~.:if1'U 
~ ~ ~ ~ 

(9)ct'.ct'.b11. 11Xb~1V!th~ilfl11:W1''lJ ~\?l'IJeJ'IJ\91 bbi:l e:iLJ mruvi~e:i'Vl1''V'l~~'U'LJ eJ.:J:WV!11'Vl tJ1~ tJ b?l:l'.i eJ'Ub {J'U 
" ' 

'Vl1''V'l~~'U'LJeJ'l l'l'UbeJ-.'.l 

@ct'. b . 1~'\J'Ubb61~eltlfl'Hu6iii'u6i'U'Ll m'avi'1.:i1ti 
' ' 

(9)cr. b.(9). \ilm?ltJ'lJ?l'U'Ufl1':ivi'1.:i1'U'LJeJ.:J':i~'lJ'lJ b 'VlFl 1 'Ll fa~m':i?l'Ll b 'VlY'l bbf;l~ fl1':i~eJ6'11':i'LJe:i.:J:WVl11'Vlm~ tJ 
' 

~ b 'i'ltJ-.:J'V'leJ~eJfld1:W\il e:i.:i fl1~ 1 '1l'-.:i1'U 1\91tJ11Xil 

(®) ';j~'lJ'lJ6'11':ie:i-.:im~bb6'11Y1vh 

(kl) bFl~e:i.:in1btJ\?lm~bb6'11 Y1Yl'16'11':ie:i-.:i 

(m) 

(CS:) 

(ct) 

';j~'lJ'\J';j~'lJ1 tJ eJ1 fl1Y'1 

';j~'lJ'lJLJfo eJ 1fl1 Y'1 bbf;l ~ fld'lJ fl:W fl11:W~'U 
' 

®ct.b .h \ile:i.:i\91':i1'<\J?leJ'IJVl~eJ'Vlvl?le:im~'IJ'IJ?ltl'IJ?l'U'UbV!~1tY'Ue:i~1.:i?lJ1b?l:WeJ b ~e:i 11X~'Ll h 1~11':i~t1'\J 
' 

vi'1.:i1'ULJ n~ bbr;i~r;i \?lfl11:w b~ tJ.:i'<\11 nm':ilK:w b vim 1 'Llm':ivi'1.:i1'U'LJeJ.:i':i~uu 
®ct'. b . bn. ~\91~-.'.J';j~'IJ'IJ bb ~.:i b~ eJ'U b ~mb~.:J b~eJ'U mru~':i~'IJ'IJ?ltl'IJ?l'U'U fl1':ivl1.:J1'U vl1.:J1'U~\91LJ f)~V!~eJ 

' 
V!tJ\?lvl1.:J1'U 

' 
C9lct'.b.cs:. ~\91vl1bbr.J'U~.:ibb6'1\91-.:i~'Um '1l'.:i1m~'IJ'Ub 'Vlfl 1 'Ll fa~6'11':i?l'Ub'VlY'1 bbf;l~ m':i~e:i6'11':i 11Xe'.lb~tJ1-LJ'e:i.:i 

" 



1\9lri 't.h~ 61 ..:irl' 
' 

®· b ~El 1 Vl';i~'lJ'lJ?ll';i?l'Ub 'Vlf'1'1.IEJ.:J:Wvn1'VI en~ t.1ii?lm 0v'fllr~'ei:w 1°fo61~ 1Vfu~fll'j1vi'ei ~1-:il'i m ti ei.:i 

~ . b~Elrl1Vl'U\?1 bbtnuf1u~m'j~~v\'1';i~uu~1'jm fl1'j~1'jEJ.:JoLJEJ:W61 bb61~fl1'jflfl'UoLJEJ:w611 Vfer~bbm~urnfl~ei-U1t.1 er~bb61 
d..J 'U 'U 'U 'U'U 'U'U 

bfl~ei.:i flei:w'Vl1 b\91 eifa:W-U1 t.1 bb61 ~er~bb61'j~'lJU?l1';i?l'Ub 'Vlf'1~1'U.:i1'U~eiu nu~ b ~el 1Vf~'Uh1vi'11ii 'j~uu~l'jel.:J~ 
'\I'll 6..J 

?J1m';iriv\'1.:i1'Ubb 'Vl'l.J'j~uu'Vl~ n 1\ill 'Umru~'j~uu'Vl~ niiuruvn lii'el.:i~1';iel.:ioLJ'el:wmb61~?11m';iri nf'l'U.LJ el:w6111ill 'Ll mru~ 
v 'U 'U 'U 

®· ~1'U b 'Vlfl 1'Ll fa ~?ll';i?l'U b Vlf'l 

~. ~~bbm~uu~1vi'~u:welu'Vlmt.J 
'\I'll 

bll. b~1Vl~1~'1.IEJ.:Jfl ru~/~1'U.:J1'Umvi'fo:w el'lJVl:lJl tJ 

<P>. 'a~'U'U~l'aeJ'l (disaster recovery site: DR site) 

®·®· ~~vl1U11J~'j~'lJ'U bfl~el'ti1 t.1 bb61~'j~'lJU?l1';i?l'Ub 'Vlf'1~~1fi' 11J bb61~"il1 b U'Ulil mii'j~'lJ'lJ~'l 'jEJ.:J bb61~'VIU'Vl1'UU11J~ 
el~l.:J~ elt.JD61~ (9) fl#.:i 

®.h 'j~'lJ'lJ~l'jEJ.:Jlii'el.:ielt.1 b 'UVlel.:JVl~el~'U ~~1'11.:i'<il1m~uu'Vl~ n bb61~ii fll'jfld'lJ fl:W \').:id 

(9). bll. 

'\I ' ' ' ' 

®. ~. ®. ii 'j~'lJ'lJ fll 'j fld'lJ fl:W fll 'j b oLJ 1 tl .:JVJ el'U illl \91 bff\l'll ~~ii'Vl~ 1Vl b n t.J 1oLJ eN 
'I 'I v 'U 

®.~.h ii'j~'lJu 1'vh:i-1~1'jel.:J 

®.~.bll. ii'j~uuu~u mmf'l bb61 ~m1:w~'U~ b Vlm~?l:w 
®.~.cs:. ii'j~uulf mn'Uelflfint.1 

®.hct. ii'j~'lJ'lJ~EJ.:J?!ll.:JVlbVl:lJl~?!:W 

®.~.ti. ii 'j~uu ~ el?n ';i'Vl~ m ~urnfl ~el'ti 1t.1~1 'j m 

(9) . hITTJ. ii'j~uu bb ~.:i b~ ei'Ll m ru~ 'j ~uu ?!uu ?l'U'Uvl 1-:i 1'U~ \?lU n ~Vl~ ei'Vlt.1~m';iv\'1-:i1'U 
' ' 

ii bbt:-J'UU 1 'j .:i~ mn 'j ~uu ~1 'jel.:J'VI n 'j~'lJu el ~1-:i Iii el b i'.1 ei.:i 
' ' 

h m1~11ei..:ioliei~6'1 (Data Backup) 
' ,, ' 

~ . ®. ~ ~v11u ru~'j~'lJu ?\1 'j ?l'U b 'VI f'1Vliifl11:w~ 1 A' ruVi'.:iVl:w ~'1.1 m~1m l'UVl'<il ~'Vil n 1 ';i~l 'jel.:J .LJ el:W61 bb6'1 ~Vl'lJ'Vl1'U 
v v '\I 

U11J~el~1.:i~elt.1ll61~ (9) fl~.:i 
n 1V1'U \?115 fll'j~l ';iel.:i.V el:w 61'1.I ei.:i 'j~uu ?! 1 ';i?l'U b 'VI f'1bbl'i61 ~ 'j~uu 

'\I 

hbll. rl1Vl'U~fld1:WITT 'U fl1'j~1'jel.:JoLJel:W61 'j~'lJ'lJ~iim1:w~1fi' ru?!.:J Vl~m~uu~iifll'jb u~ t.J'Ubb U61.:JDelt.J Iii' el.:J 
'\I V'\) 

n1Vl'U~ 1 Vfiim1:wITT 'U fll'j~l'jeJ.:JoLJ ei:w61mn~'U 
'\I 



hct. Utl'Vi n.Uei:w~~ b~ tJloUeJ\l n'U fl<\] ffj';j:lJfl1'H~1';ieNoLJeJ:W~ 1v1 bbrl ~~lb U'\.Jnl';i l'\.J/b 1m zjei.LJei:w~~6'11';ieJ\l 
'ti \I \I \I 

?tm'Ll~n1';ivl1\l1tl6'11b ~<\l/l~6'11b ~<\l blJuvi'u 

h<:t. lil';il<\l?leJ'UoUei:w~~\lV!:W~'/JeN';i~'U'Ul1jjm';i6'11';ieJ\loUei:w~Hei81\lm'U~1u b-du 6llei'!i'l\ilbn~~1\l oi ~ 
" " I 

b~m'/J ei\ln'U ';i~'U'U ?11';i?tmvi121 .Uei:w~ 1 mnu.Uei:w~ bb~~ .Uei:w~ n1';i~\JA1';i~'U rnb~~eiu mru ~1\J 6'1 
\I d.9 \I \I 'I I 

blJ'\.Jvl'\.J 

hb. ~~bn'U<LJ'ei:w~6'11';imlrl '\.J';i~'U'U6'11';iei\l 
'\J 

hITT1. ~1 b 'Llunwllei\lnuvi1\l mtJ.rnvrn 81\l b Y1 tJ\l~eJ~ ei?tmu~6'11';iei~~1 off~~ bn'U.LJ' ei:w~6'11';ieJ\l 
'\J 

h~. jjbbr..J'\.Jbl'l~tJ:w~~ei:wmruum~h.J1umrum~?11m';iti~1b'Llum';iJ\1tJ15m';i'Vl1\l~b~nvi';ieiun~ ~\ld 
' ' v 

h~.®. vi'ei\l n1VI'\.J~VI'W'1Y1 bb~~m1:w-r'U~~'IJeJ'U'VeN~Vi bn m.U eJ\lVl\lV!:W~ 
'\J 

h~.h vleJ\lU';i~bilum1:wb~tJ\l6'11VI';im~'U'U~jjm1:w6'11A'qJbV!~1Ju bb~~n1VI'Ll~mmm';i b~ei 
~~m1m~tJ\lbVI~1Ju b-du 1 'li'l~rn -Um~tJ~b 1mmu 1 'li'l1 VIil bb~'Ll~'Ll 1 m n1';i'IJJ.J'Ll:WU';i ~Vl1\l v11 

' ' 
1 V!b~?!lm';iti b .U1m 1.rr';j~'\J'\J\ll'Ll1Jl b -Uuvi'u 

l!:i.~.bll . vi'ei\ln1VIu~~u\ileiuuiJu~1 um';ifj'fim~'U'\Jm';j?f'\.Jb vi121 

h~.ct. vi' ei\ln1VIu~~'LllileJ'Llu fiu~1 um';i6'11';ieJ\loUei:w~ bb~~vi~?tei'U nf1u.U ei:w~~6'11';iei'111 
d..J \I \I 'ti 

h~.<:t. vi'ei\l'Vl'U'Vlltlb ~eiu-r'Uu';i\lbbr..J'\.Jblil~tJ:wm1:w~~ei:w mruum~u~\l n~111~mmwu-r'U1 mJi'ei81\l 
' ' 

bV!:lJl~?!:lJbb~~?!eJ~A~eJ\lfl'Un1';i1.ff'11'\.Jl'l1:WJl1';ifl<\l ei81\l-U'eJtJD~~ (9) A~\l 
bll. n1';itl~'LioLJeJ116'l (Data Recovery) 

'\J '\J 

bll. (9). ~ ~v11~u lil emui]u~ 6'11V1fo m ';j fj'fiu .U ei~ ~ bb~ ~ lil ';il <\l ?! ei'Uu ';j~~vi 5n 1~ bb~ ~u ';j~~vi 5 i;.i~ ui]u~ ei 81\l 
' v 

m11 b?l:WeJr..J~'LJei\loLJ'Lll'l eiu 

bll.l!:i. mT<\l?leJ'Ur..J~ nl';iU'LlVi n.Uei:w~6'11';ieN ei81\l?1J1 b?t:wei b ~eim1<\1?1eJ'Ul1cJ\l A\l?l1m';iti b .U1fi\l.Uei:w~ 1Jl 
'\J '\J 

1i11:wun~ 

bll.bll. 1 m off.Uei:w~Vi'Ll?tiltJ~?!~ (Latest Update) mJ16'11';ieJ\l HVI~eJl'l1:Wfn1:WbV!:lJ1~?!:W b~einfim~'U'U 
'\J ' '\J 

bll.ct. vi~?te:i'Um';infiu.Uei:w~mJ1vr1m';i6'11';iei\l Hei81\l ?1J1 b?t:wei ei81\l-W eitJtJ~ ~ (9) A~\l 
'\J '\J 

~. n1';i'Vl~gleJ'lJglfl1VlVl¥eJ11boU·:n'U 

ct.®. vleJ\l'Vl~?!eJ'U?!m~~~ei:w 1 i'VeJ\l';j~'\J'U?ll';i?l'Llb 'Vll"1 ';i~'U'U6'11';jeJ\J ';j~'\J'U 6'11';ieJ\loUeJ :W ~ bb~~bbr..J'\.Jbl'l~tJ:w m1:w 
'\J 



1\;lrlU'a~a .:ifl' 
' 

b ~e:i 1 ~e:J b~ t.JloUe:J\l'Vl fl ~1t.J1~fo'Vl ':i1Ufi\l'Vl~1~ m111foe:J ~'lle:JU bbf;l~fn111 ~1 b lJ'U b 'Ufl1':i"U':i~ b:iJ'Um111 b~ t.J\l 
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